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INTRODUCTION
This Type 2 report on internal controls is designed to provide informa2on to be used for ﬁnancial
repor2ng purposes by the clients of MDA Operator Pty Ltd (ACN 609 025 130) trading as MA Operator,
their independent auditors and other persons authorised by MA Operator. This report is prepared in
accordance with the Australian Standard on Assurance Engagements (ASAE) 3402 Assurance Reports on
Controls at a Service Organisa on and with reference to the guidelines contained in Guidance Statement
GS 007 Audit Implica ons and the Use of Service Organisa ons for Investment Services, issued by the
Audi2ng and Assurance Standards Board (AUASB), in October 2011 (“GS 007” or “the Guidance
Statement”).
The report describes those controls that have been designed to achieve each of the prescribed control
objec2ves detailed in GS 007 and are cross referenced by number to the framework speciﬁed in GS 007.
Informa2on provided within the report focuses on the controls that were in place throughout the period
1 July 2020 to 30 June 2021 related to the Asset Management and related Informa2on Technology, that
are applicable to MA Operator’s system.
ASAE 3402 requires a service organisa2on to provide a ‘System Descrip2on’. The system is designed as
those procedures that management designs, implements and documents in providing the managed
account services. The System Descrip2on was prepared according to the guidelines contained in GS 007
and describes those procedures undertaken by MA Operator in the delivery of the managed account
services to Financial Advisors. The descrip2on excludes the control objec2ves and related controls
operated by the Financial Advisers and sub service organisa2ons. The service auditor’s report procedures
do not extend to the controls operated by Financial Advisors or sub service organisa2ons.
BDO Audit Pty Ltd’s (BDO) examina2on of controls were restricted to the controls speciﬁed by MA
Operator in the GS 007 Controls Matrix (see pages 13-43), and were not extended to controls in eﬀect at
clients or other controls which were not documented and tested under each control objec2ve listed in
the GS 007 Controls Matrix.
The descrip2on of BDO Audit Pty Ltd’s examina2on of controls and results of those examina2on
procedures are presented in the GS 007 Controls Matrix of the report and are the responsibility of BDO,
the service auditor. The descrip2on of the control objec2ves, the related controls, and the
complementary user en2ty controls to achieve the objec2ves have been speciﬁed and are the
responsibility of MA Operator.
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OVERVIEW OF MA OPERATOR
MA Operator is a wholly owned subsidiary of Finlancer Holding Pty Ltd (ACN 603 824 835) trading as
WealthO2. WealthO2 operates on a business to business basis and does not oﬀer its services directly
to a retail customer. This means that all our services are facilitated through a licensed ﬁnancial
planner.
MA Operator provides innova2ve managed account services (including MDA) to retail and wholesale
clients of licensed Australian based ﬁnancial advisers. This business commenced its opera2on in July
2016 and is conducted as a Corporate Authorised Representa2ve (CAR) of WealthO2 Services Pty Ltd
(AFSL: 500032).
WealthO2 also owns uXchange Pty Ltd which is the administrator and promotor of an IDPS-like scheme
known as uXchange. A separate GS 007 report has been prepared covering the unit registry services
undertaken for uXchange.
WealthO2 is privately owned by its staﬀ and several high net wealth individuals. The company is not
aligned to any bank or ins2tu2on.

GENERAL OVERVIEW OF COMPANY
MA Operator is:
•
•
•

A registered Australian proprietary company (ACN 609 025 130)
Corporate Authorised Representa2ve of WealthO2 Services Pty Ltd (AFSL No 500032) (WealthO2)
- Authorised Representa2ve number 1237411.
Through its parent company, WealthO2, a member of the Australian Financial Complaints
Authority (AFCA) membership ID – 39990.

SERVICES PROVIDED BY MA OPERATOR
MA Operator provides its managed account services to Australian licensed Financial Advisers (AFSL’s),
complemen2ng their current opera2onal and system architecture and client servicing culture.
MA Operator integrates with the AFSL’s chosen broker/s1, Bank, Cash Management Account or
administrator of choice where electronic data connec2vity is available.
Using MA Operator’s proprietary so@ware, the business can provide managed account services to
ﬁnancial advisors under a number of diﬀerent legal structures. Namely:
a)
b)
c)

1

Managed Discre2onary Accounts where MA Operator is the MDA Provider (as deﬁned in RG179)
and the adviser is the MDA Adviser; or
So@ware as a Service (SaaS) to an MDA Provider to enable the provider to undertake its service
responsibility; or
SaaS to a licensed ﬁnancial planner who makes recommenda2ons to clients via a Record of Advice
(ROA), which is the document that gives authority to trade.

This includes the ASX broker and/or uXchange for unlisted managed funds.
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Irrespec2ve of the legal structure of the managed account arrangement with a client we provide
quarterly and annual repor2ng as though the account was operated as a Managed Discre2onary
Account. ASIC Regulatory Guide RG179 outlines these requirements.
MA Operator has developed its own proprietary systems to deliver the services it makes available to
the market. A major aspect of the system is the automa2on of compliance tasks and the daily controls
checks we undertake.
The GS 007 Guidance Statement has been developed speciﬁcally for circumstances where service
organisa2ons provide investment management services to user en22es. In the guidance statement,
paragraph 14 categorises the Investment Management services into six (6) types.
The table following provides a reference guide of the GS 007 categorisa2ons to the services provided
by MA Operator.

Service

Service
provided by MA
Operator

Name of WealthO2 subsidiary providing the
service

Custody

Not Provided

Not Applicable.

Asset Management

Yes

MA Operator provides managed account services
which involves some aspects of Asset management.

Property
Management

Not Provided

Not applicable.

Superannua!on
Member
Administra!on

Not Provided

MA Operator is the sponsor and promoter of a retail
super op2on, but we do not undertake
Superannua!on Member Administra!on. MA
Operator provides Asset Management and Investment
Administra2on services to the Registrable
Superannua2on En2ty (RSE) of the plan (Diversa) and
works closely with the member administrator to
manage member investments.

Investment
Administra!on

Yes

MA Operator provides managed account services
which involves some aspects of Investment
Administra2on.

Registry

Not Provided

A related company uXchange Pty Ltd is the
administrator of the IDPS-like scheme known as
uXchange. The audit of this ac2vity does not form
part of this Report.
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APPLICABILITY OF REPORT
This report relates only to the MA Operator business and the services and technology solu2ons it
makes available to ﬁnancial advisers and their clients referred to as (Investors). This report is intended
to provide an understanding of the controls rela2ng to securi2es traded, held and reported for each
Investor’s investment porOolio maintained by MA Operator.
The report covers controls over the following areas about accounts managed by MA Operator:












Account set-up and authorisa2on
Authorising and processing transac2ons
Investment income and related tax are accurately reported
Investments are correctly valued
Fees and other account expenses and correctly calculated and recorded
Reconcilia2on
Client Repor2ng
System security
System opera2ons
Applica2on development and maintenance
Business con2nuity management

BUSINESS STRUCTURE
ORGANISATIONAL STRUCTURE
MA Operator’s organisa2onal structure provides a framework within which its business ac2vi2es are
planned, executed, controlled and monitored. A signiﬁcant aspect of the structure is deﬁning key areas
of authority and responsibility and establishing appropriate lines of repor2ng.

ORGANISATIONAL CHART
The organisa2onal chart illustra2ng the senior management of MA Operator as at 30 June 2021 is
shown below.

Managing Director
Shannon Bernasconi

Corporate Matters
(Risk & Compliance)
Colin Bernasconi

CTO
Matthew Done

Senr Product
Development Mgr
Hong Nguyen
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Finance Director
Sotheany Vuth

Distribution
Director
Andrew Whelan

Client On-boarding
Gillian Gilmore
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IT SYSTEMS
MA Operator has fully developed the system under review in this report and the IT arrangements in
place are key to MA Operator’s opera2ons.
Hos2ng Arrangements
MA Operator u2lises a fully hosted, maintained and secure data centre partner in Australia.
Amazon AWS provided MA Operator with a complete turn-key disaster recovery protec2on, with
synchronised copies of data being stored at remote loca2ons to facilitate quick up-2me in the event of
a disaster. Unity Fund Services has robust SLAs in place with AWS to ensure up2me reliability and
plaOorm scalability. Development lifecycle of MA Operators includes:
Environments / Code branches
As part of the end to end deliverables all code rotates through the following environments over
the solu2ons lifecycle:
● Integra!on (Development)
○ Represents the development environment for one or more local resources.
○ Pull requests will always be made against this branch to consolidate changes.
○ Code reviews will occur on pull requests before merging takes place as an approval process.
○ Development tes2ng will occur oﬀ this branch in the development region.
● User Acceptance Tes!ng (UAT)
○ This is typically a cut of the code which contains all the features we’ll be deploying to
produc2on on the next release.
○ All bug ﬁxes will be cherrypicked to this code base from the development branch.
● Pre-Produc!on (Staging)
○ Represents code that has been signed oﬀ in UAT and is ready for deployment to produc2on.
Final deployment procedures/tasks will be tested here.
● Produc!on / Release branch
○ Represents the produc2on environment/s for all solu2ons.

Methodologies
Scrum is the chosen agile methodology for new features / projects over the conven2onal
waterfall approach.
● Sprints are typically 2 weeks in length.
● Based on the team’s velocity, tasks are chosen from the backlog for an upcoming sprint based
on priority.
● Tasks are discussed with the team and assigned to developers.
● New features are developed against the development branch.
● When the development is completed, the code is branched to UAT for tes2ng to begin.
● Any bug found in UAT during tes2ng are ﬁxed against the development branch and
cherrypicked to the UAT branch.
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REPORT BY DIRECTORS ON INTERNAL CONTROLS
ASSERTION BY MA OPERATOR.
We are responsible for the accompanying descrip2on that has been prepared for clients who have used
the MA Operator managed account service system and their auditors who have a suﬃcient
understanding to consider the descrip2on, along with other informa2on including informa2on about
controls operated by clients themselves, when assessing the risks of material misstatements of clients’
ﬁnancial reports/statements. MA Operator conﬁrms that:
(a)

The accompanying descrip2on at pages 13 to 43 fairly presents the MA Operator managed
account service system for processing clients’ transac2ons throughout the period 1 July 2020
to 30 June 2021. The criteria used in making this asser2on were that the accompanying
descrip2on:
(i)
Presents how the system was designed and implemented, including:

The types of services provided, including, as appropriate, classes of transac2ons
processed.

The procedures, within both informa2on technology and manual systems, by
which those transac2ons were ini2ated, recorded, processed, corrected as
necessary, and transferred to the reports prepared for clients.

The related accoun2ng records, suppor2ng informa2on and speciﬁc accounts that
were used to ini2ate, record, process and report transac2ons; this includes the
correc2on of incorrect informa2on and how informa2on was transferred to the
reports prepared for clients.

How the system dealt with signiﬁcant events and condi2ons, other than
transac2ons.

The process used to prepare reports for clients.

Relevant control objec2ves and controls designed to achieve those objec2ves,
including the control objec2ves for MA Operator managed account service
provided in Guidance Statement 007 Audit Implica ons of the Use of Service
Organisa ons for Investment Management Services except for B9, B14, B15, B18,
E5, E7, E10, E12, E17-E20 control objec2ves which have been amended or
omiUed for the reasons set out in Appendix A.

Controls that we assumed, in the design of the system, would be implemented by
clients, and which, if necessary to achieve control objec2ves stated in the
accompanying descrip2on, are iden2ﬁed in the descrip2on along with the speciﬁc
control objec2ves that cannot be achieved by ourselves alone.

Other aspects of our control environment, risk assessment process, informa2on
system (including the related business processes) and communica2on, control
ac2vi2es and monitoring controls that were relevant to processing and repor2ng
clients’ transac2ons.
(ii)

Includes relevant details of changes to the system during the period 1 July 2020 to 30
June 2021.
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(iii)

(b)

Does not omit or distort informa2on relevant to the scope of the system being
described, while acknowledging that the descrip2on is prepared to meet the common
needs of a broad range of clients and their auditors and may not, therefore, include
every aspect of the system that each individual client may consider important in its own
par2cular environment.

The controls related to the control objec2ves stated in the accompanying descrip2on were
suitably designed and operated eﬀec2vely throughout the period 1 July 2020 to 30 June 2021.
The criteria used in making this asser2on were that:

(i)

The risks that threatened achievement of the control objec2ves stated in the
descrip2on were iden2ﬁed;

(ii)

The iden2ﬁed controls would, if operated as described, provide reasonable assurance
that those risks did not prevent the stated control objec2ves from being achieved; and

(iii)

The controls were consistently applied as designed, including that manual controls were
applied by individuals who have the appropriate competence and authority, throughout
the period 1 July 2020 to 30 June 2021.

..........................................................................
Signed by Colin Bernasconi
on behalf of the directors of MA Operator

Date: 30th July 2021
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GS 007 CONTROLS MATRIX
The following represents the Directors descrip2on of control objec2ves and controls over the Asset Management, Investment Administra2on and related
Informa2on Technology, and the auditor’s descrip2on of the nature, 2ming and extent of auditor tes2ng of controls and devia2ons iden2ﬁed. All controls
were in opera2on for the period from 1 July 2020 to 30 June 2021.

Item 1

Accep!ng clients

Overview

New client porOolios are established under the “Process – New Client” func2on on the MA Operator system.
Client data in most circumstances is already held by the AFSL on another system (typically xPlan or Class) and
MA Operator has developed tools to extract client data. In circumstances where we are unable to load from
a ﬁle, we or the AFSL enter the informa2on.
Client accounts do not become ac2ve un2l the client has the ac2ve bank and broker accounts necessary to
implement the advised strategy, which follows the system’s valida2on process to ensure all data is loaded
correctly and that required third party authority forms are obtained and held on the client’s ﬁle.
As part of accep2ng a new client, MA Operator records the legal structure through which the porOolio is to be
managed and, loads the applicable client agreement/s.
Once a client account is made ac2ve an Investment Service is established.
If MA Operator is the MDA Provider, we undertake the following:
a. The Statement of Advice (SOA) is checked to ensure that the MDA legal structure has been considered
and recommended by the adviser for the client;
b. We ensure that the client has accepted the advice in the SOA as well as signed the MDA Agreement;
c. MDA Operator then executes the MDA agreement, with a scanned copy returned to the adviser / client.
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Item 1

Accep!ng clients
Once the client account is made ac2ve – one or more Investment Service/s is established for the Client that
reﬂects:
a. the legal structure the managed account is to be operated under;
b. the porOolio recommended and accepted via the SOA and Investment Program
Once money is available in the bank and broker accounts a rebalance process is commenced to establish the
client’s investment porOolio.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

B.1/E.1 New accounts are set up completely and accurately in accordance with client agreements and/or oﬀer documents and any applicable
regula!ons.
Client documenta!on including SOA,
MDA Agreement & Investment Program
are captured by the MA Operator system.

For a sample of 25 new client accounts, we inspected
client documenta2on including relevant checklist
and veriﬁed that all required client documenta2on
had been captured by the system.

No excep2ons noted.

B.2/E.2 – Complete and authorised client agreements, including investment guidelines and restric!ons, are established prior to ini!a!ng
investment ac!vity,
Validate and check all necessary
documenta!on is correct and loaded to
the document tab of the client record
maintained by the MA Operator system;
via comple!ng and signing a manual
checklist.
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For a sample of 25 new clients, inspected the
completed manual checklist and inspected client
documenta2on to verify that all required client
documenta2on had been captured by the system

No excep2ons noted.
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Item 2
Overview

Authorising and Processing Transac!ons
The “Investment Service” seWng for each client controls the approval process to follow and the securi2es to
be bought or sold through an automated investment tracking process. The Wealth02 system automa2cally
updates the valua2on of porOolios using market prices uploaded every day, and creates ﬂags for advisers
when the asset mix of a client porOolio dri@s beyond tolerance thresholds. New investment porOolios are
typically rebalanced individually but could be bulked (i.e. mul2ple clients of the same AFSL) if several client
accounts are transi2oned at the same 2me. Asset transactions are properly authorised when:
a.
b.

MA Operator has a valid MDA Agreement in place with the client; or
Confirmation is received through DocuSign for a client portfolio operated on an ROA basis.

Once we have approved security trades the MA Operator opera2ons team place the buy and sell orders with
the relevant broker (refer Control #3 below). Contract notes are issued by the broker for each client trade,
which are processed against each client’s individual HIN.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

B.3/E.3 - Asset investment transac!ons are properly authorised, executed and allocated in a !mely and accurate manner.
1.

The rebalance process is run when For a sample of 1 (automated process), we checked
that the bulk rebalance process correctly iden2ﬁes
triggered for all aﬀected clients.
all the out of balance accounts at once.

No excep2ons noted.

2.

Approval is obtained from each client
prior to instruc!ng a broker. For MDA
clients' approval to trade is
automa!cally provided by the system.

No excep2ons noted.
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For a sample of 1 (automated process), we checked:
- That a signed MDA was in place or that a signed
Record of Advice (ROA)was provided to approve the
trade;
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Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

- That the traﬃc light present on the system
reﬂected the actual devia2on from the correct
adviser model; and
- Agreed trades authorised in ROA to the actual
trades processed (if relevant)
BDO also sighted the rebalancing report for a given
adviser to check that traﬃc lights were present for
each client to determine necessary trading ac2ons.
3.

MA Operator / Client is provided with
a contract note conﬁrming trade order
and broker also conﬁrms trade via API
integra!on with MA Operator.

For a sample of 1 (automated process), we checked
the system and conﬁrmed that accurate contract
notes were emailed to investors and aUached to the
client record.

No excep2ons noted.

B.4/E.4 - Transac!ons are undertaken only with approved brokers.
MA Operator places the approved trades
for each client via the applicable broker’s
order pad or the IRESS IOS order pad.
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Based on procedures performed, we conﬁrmed that
only approved brokers were used during the period.

No excep2ons noted.

For a sample of 1 (automated process), we
performed the following:
- Inspected an ini2ated trade sample conﬁrming
the conﬁgura2ons mirrored the speciﬁed
approved broker nominated in accordance with
the MDA agreement and investment program;
and
- Through system inspec2on, conﬁrmed that the
system will only enable trades to be undertaken
with the approved brokers.
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Controls speciﬁed by MDA Operator to meet
control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

B.5 - Asset investment and related cash transac!ons are completely and accurately recorded and se>led in a !mely manner.
MA Operator system automa!cally
performs a daily reconcilia!on of all client
accounts to ensure transac!ons are
correctly categorised.

By observa2on, we have conﬁrmed that the
reconcilia2on process occurs to ensure transac2ons
have been completely and accurately recorded.

No excep2ons noted.

For a sample of 1 (automated process) selected
date, we checked the reconcilia2on report to ensure
all discrepancies were appropriately resolved.

B.6 - Corporate events are iden!ﬁed and generated, respec!vely, and then ac!oned, processed and recorded accurately and in a !mely
manner.
Corporate ac!on transac!ons loaded
through the daily feed with bank and
brokers.

For a sample of 1 (automated process) selected
trade date, we checked to ensure that a corporate
ac2on was reﬂected within the client's account in
accordance with the integrated data feed. We
inspected corporate ac2on transac2on loaded
through the data feed and observed that it was
properly categorised and correctly pushed down to
the client.

No excep2ons noted.

B.7 - Client new monies and withdrawals are processed and recorded completely and accurately, on a !mely basis, and withdrawals are
authorised.
1. New money receipts are ﬂagged
through the rebalancing valida!on
process or through the daily
reconcilia!on process.
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No excep2ons noted.
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Controls speciﬁed by MDA Operator to
meet control objec!ves
2.

The withdrawal process is commenced
by advisers on instruc!on from clients.
MA Operator processes necessary
security sales and when cleared funds
are available in the client’s CMA,
Wealth02 personnel transfer funds to
the clients linked (external) cash
account following dual authorisa!on.
Email no!ﬁca!on of the withdrawal are
sent automa!cally to the underlying
client.
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Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described
For a sample of 25 withdrawals, reviewed client’s
email no2ﬁca2on to ensure clients were no2ﬁed of
adviser withdrawal orders, and that Wealth02
dually authorised the remiUances in the Macquarie
Bank system.

Results of Tes!ng

No excep2ons noted.
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Item 3
Overview

Maintaining ﬁnancial and other records
Signed client agreements such as the SOA and MDA Agreement/Investment Program are held in the document tab of each client
record within the MA Operator system.
The Investment Service established for each client holds all the agreed trading and porOolio informa2on agreed with the client
and is the reference source for the system to ensure the clients porOolio is administered in accordance with the client’s mandate.

Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as described

Results of Tes!ng

B.8/E.6 - Accounts are administered in accordance with client agreements and/or oﬀer documents.
1.

Constraints and trading restric!ons are included in the
agreement signed by the client which is held in the
Investment Service in the WealthO2 system.

For a sample of 25 MDA client accounts, we
inspected that the trading restric2ons per the
signed oﬀer documents had been correctly
reﬂected within the system.

No excep2ons noted.

2.

With the constraints being coded into the system, no
transac!ons suggested by a rebalancing model will be
processed if they violate the constraint.

For a sample of 1 (automated process) client
account, we observed that the rebalancing
correctly processed trading ac2ons in line with
the system constraints and any violate was
withhold.

No excep2ons noted.

B.9 - Changes to non-monetary client data (for example, address changes and changes in alloca!on instruc!ons) are authorised and correctly
recorded on a !mely basis.
Not applicable for the period.
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Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as described

Results of Tes!ng

B.10/E.8 - Investment income and related tax are accurately recorded in the proper period.
Transac!ons loaded into the system are automa!cally
reconciled daily to the holding value provided by each thirdparty provider. Variance iden!ﬁed through valida!on
repor!ng to ensure that trades are correctly categorised so
that income transac!ons can be matched with the
associated income accrual.

Refer to Item 2 Controls B5 and B6.

No excep2ons noted.

B.11/E.9 - Investments are valued using current prices obtained from independent external pricing sources or an alterna!ve basis in
accordance with client agreements.
Security price and reference informa!on is automa!cally
imported each day from data ﬁles provided by EOD Data &
EDI-Global (pricing service providers).

For 1 selected sample (automated process) we
observed in the system that a recurring task
automa2cally uploads a data feed from external
providers.

No excep2ons noted.

B.12/E.11 - Cash and securi!es posi!ons are completely and accurately recorded and reconciled to third party data.
Transac!ons loaded into the system are automa!cally
reconciled daily to the holding value provided by each thirdparty provider. Variance iden!ﬁed through valida!on
repor!ng.

Refer to Item 2 Controls B5 and B3.

No excep2ons noted.

B.13 - Investment management fees and other account expenses are accurately calculated and recorded in accordance with client agreements
and/or oﬀer documents.
Fees are automa!cally calculated based on pre-agreed rates
included in the system.
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For a sample of 1 (automated process), inspected
and recalculated that fees charged to a client
were accurately calculated to ensure that coded
fees align with those agreed in the PDS.

No excep2ons noted.
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Item 4
Overview

Safeguarding of Assets
Not applicable for the period.

Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as
described

Results of Tes!ng

B.14 Investments are properly registered and client money is segregated.
Not applicable for the period.
B.15 Appropriate segrega!on exists between the service organisa!on’s asset management and custody services, which may give rise to a
conﬂict of interest.
Not applicable for the period.

GS 007 Report for the year ended 30 June 2021

21 | P a g e

Item 5
Overview

Monitoring Compliance
Signed client agreements such as the SOA and MDA Agreement/Investment Program are held in the
document tab of each client record within the MA Operator system.
The Investment Service established for each client holds all the agreed trading and porOolio informa2on
agreed with the client and is the reference source for the system to ensure that the client’s porOolio is
administered in accordance with the client’s mandate.

Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as described

Results of Tes!ng

B.16 - Client porFolios are managed in accordance with investment objec!ves, monitored for compliance with investment guidelines and
restric!ons and performance is measured.
The “Order – Alerts” func!on in our system alerts us and
the adviser to any Investment PorFolio outside the predeﬁned tolerance levels (set in the system) to ensure
porFolios are managed in accordance with the Clients
agreed Investment Program.

For a sample of 1 (automated process), we
observed that the rebalance func2on was
performed to ensure that when a discrepancy
had occurred between a client's holding weight
and the investment objec2ves, an alert had
been triggered.

No excep2ons noted.

Refer also to Item 2 Control B8.
B.17/E13 - Transac!on errors are rec!ﬁed promptly in accordance with the service level agreement and/or oﬀer document or client
instruc!ons.
SOA clients receive automa!cally generated order
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Refer to Item 2 Control 4.
The opera2ng eﬀec2veness of error handling

No excep2ons noted.
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conﬁrma!ons aIer the trades authorised via record of
advice are executed, which would allow errors to be
iden!ﬁed by the client.

controls could not be tested as no errors
occurred during the year. However, as per our
walkthrough BDO has been able to determine
that the design and implementa2on of this
control is eﬀec2ve.
B.18 - Broker exposures are monitored in accordance with client agreements and/or oﬀer document.
Not applicable for the period.

GS 007 Report for the year ended 30 June 2021
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Item 6
Overview

Monitoring subservice organisa!ons
The subservice organisa2ons u2lised by MA Operator to deliver its managed account services include:
a.
b.
c.
d.
e.

Banks oﬀering deposit & term deposit products;
ASX Brokers;
uXchange;
Data providers for security pricing & corporate ac2ons;
So@ware development contractors;

IT hos2ng providers (see G13 for speciﬁc tes2ng results).

Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as
described

Results of Tes!ng

B.19/E.14 - Appointments of subservice organisa!ons, including those providing asset management services, are approved, subservice
organisa!ons are properly managed and their ac!vi!es are adequately monitored on a !mely basis.
Signed contracts are maintained with all subservice
organisa!ons.
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No new subservice organiza2ons engaged
during the period. As such, no tes2ng could be
performed.

No excep2ons noted.
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Item 7
Overview

Repor!ng to clients
The repor2ng func2ons in the MA Operator system enables an adviser to run reports for a client or group
of clients.
Any report run for a client is appended in the document tab held for that client.
The repor2ng func2on is used to run the quarterly reports required by RG 179.

Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as
described

Results of Tes!ng

B.20/E.15 - Client repor!ng in respect of porFolio transac!ons and holdings (including collateral) is complete and accurate and provided
within required !mescales.
The quarterly reports required by RG 179 are run aIer
each quarter end and emailed to clients. The reports
generated meet the requirements of 179.104, 179.105, &
179.107.

For a sample of 2 clients, we have checked to
ensure that they had received a quarterly report
in line with RG179.

No excep2ons noted.

E16 - Annual reports and accounts are prepared in accordance with applicable laws and regula!ons.
Annual reports prepared in accordance with RG179 are
provided to investors by the 30th September each year.

GS 007 Report for the year ended 30 June 2021

For a sample of 1 client, inspected and
conﬁrmed the annual report was issued in
accordance with RG179 by 30 September.

No excep2ons noted.
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Item 8
Overview

Informa!on Technology – Restric!ng access to systems and data
Physical access to computer networks, equipment, storage media and program documenta2on is restricted to
authorized individuals.
Logical access to computer systems, programs, master data, client data, transac2on data and parameters,
including access by administrators to applica2ons, databases, systems and networks, is restricted to authorized
individuals via informa2on security tools and techniques.
Segrega2on of incompa2ble du2es is deﬁned, implemented and enforced by logical security controls in
accordance with job roles.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng eﬀec!veness of
controls as described

Results of Tes!ng

G.1 - Physical access to computer networks, equipment, storage media and program documenta!on is restricted to authorised individuals
1.

Cri!cal informa!on infrastructure was
located on Amazon Web Services
(AWS) during the period.

Inspected the Amazon Web Services (AWS) administra2on console to
conﬁrm all cri2cal informa2on including applica2ons are hosted on AWS
provided infrastructure.

No excep2ons noted.

Enquired of the CTO to conﬁrm there are no ac2ve servers located in the
oﬃce and all corporate infrastructure is on the cloud managed by Amazon
Web Services.
2. Core business computer systems reside
on Amazon Web Services cloud
environment.
No MA Operator
personnel have physical access to this
environment.
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Inspected the relevant documenta2on between AWS and WealthO2 to
determine whether core business computer systems reside on Amazon
Web Services cloud environment

No excep2ons noted.

Inspected the AWS SOC 2 Type II report to conﬁrm physical access to AWS
provided cloud environment is controlled and managed by AWS and only
provided to authorised individuals at AWS for the audit period.

26 | P a g e

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng eﬀec!veness of
controls as described

Results of Tes!ng

3. Backups are scheduled regularly and
stored at remote high availability
loca!ons.

Inspected the AWS SOC 2 report to ascertain that backups are scheduled
appropriately and available for restora2on as needed.

No excep2ons noted.

Inspected the AWS SOC 2 report to conﬁrm restora2on tes2ng is
performed annually at a minimum by AWS.

G.2 - Logical access to computer systems, programs, master data, client data, transac!on data and parameters, including access by administrators
to applica!ons, databases, systems and networks, is restricted to authorised individuals via informa!on security tools and techniques.
1.

2.

Source code is stored electronically,
access restricted to the technology
team.

Reviewed the code repositories - Microso@ Azure DevOps and determined
source code is maintained appropriately.

Access to key systems is restricted
using a username and password
authen!ca!on.

Inspected the MDA Operator system ac2ve user list to conﬁrm whether
access is restricted using a unique username and password.
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No excep2ons noted.

Inspected the list of users with electronic access to the source code
repositories to conﬁrm access is restricted to developers, QA team and
CTO only.
No excep2ons noted.

Reviewed the Microso@ Azure Ac2ve Directory to ascertain authen2ca2on
to key corporate systems is managed through individual usernames and
passwords.
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Control Ac!vity

Service Auditor’s Descrip!on of the Nature,
Timing and Extent of Tests Applied to Controls

3.

For a sample of 6 new and modiﬁed users,
inspected the approvals and provisioning for
each user to conﬁrm access was authorised by
relevant stakeholder.

User accounts in respect of staﬀ commencements,
movements and termina!ons are authorized by the
relevant stakeholder.

Result of Tests

No excep2ons noted.

For a sample of 3 terminated users, inspected
the relevant documenta2on and the system to
verify:
• Access revoca2on
authorised.

was

no2ﬁed

and

• Terminated user’s access was revoked from
the Ac2ve Directory network in a 2mely manner.
4.

G-Suite users and other business systems user
accounts are reviewed annually.
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Inspected the results of the annual user access
review performed by management.

No excep2ons noted.
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Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as
described

Results of Tes!ng

G.3 - Segrega!on of incompa!ble du!es is deﬁned, implemented and enforced by logical security controls in accordance with job roles.
1. Access to the produc!on environment on the server
level is restricted to IT personnel as appropriate.

Inspected
the
access
to
produc2on
environment on the server level to ascertain
access is controlled via VPN access to AWS
JumpBox.

No excep2ons noted.

Inspected the list of ac2ve users that have
server level access to produc2on environment
to verify:
•
•
•

2. Appropriate audit trails are ac!vated to capture events
at the applica!on level in produc!on.

Unique user ID's are provided that can be
associated to individual users.
All IT personnel that have access to the
produc2on environment are appropriate
and in line with their job responsibili2es.
Administrator and Guest accounts are
disabled.

Inspected the AWS administra2ve console to
conﬁrm that AWS CloudTrail service is enabled
for WealthO2’s AWS infrastructure.

No excep2ons noted.

Inspected CloudTrail event history to conﬁrm
that audit trails are maintained for all ac2vi2es
performed by people, groups or AWS service
accounts in WealthO2’s AWS account.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator to meet control
objec!ves

Procedures performed by BDO to test the
opera!ng eﬀec!veness of controls as
described

3.

Inspected the list of ac2ve users that have
server level access to produc2on environment
to verify:

Development and produc!on environments are
restricted to the IT Technology team.

•
•

Results of Tes!ng

No excep2ons noted.

All users that have access are part of
the technology team in line with their
job responsibili2es.
Administrator and Guest accounts are
disabled.

Inspected the list of ac2ve users with
development permissions in the Azure DevOps
and code repositories to conﬁrm only so@ware
developer and testers are provided access.

GS 007 Report for the year ended 30 June 2021
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Item 9
Overview

Informa!on Technology - Authorising and Processing Transac!ons
IT processing is performed through AWS services and sub-service organisa2ons and monitored by WealthO2 technology team through
alerts and no2ﬁca2ons.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.4 - IT processing is authorised and scheduled appropriately and devia!ons are iden!ﬁed and resolved in a !mely manner.
1. Scheduled
processes
are
automa!cally managed via Amazon
Web Services. Process failure alerts
are no!ﬁed to the produc!on
support stakeholders through
Pager-Duty.

Inspected the AWS console to conﬁrm AWS’s data backup is WealthO2’s
primary backup store.

No excep2ons noted.

Inspected AWS SOC 2 report to conﬁrm AWS S3 environment is
replicated across mul2 availability zones.
Inspected the RDS snapshot to conﬁrm database backups are setup to
perform regular backups.
Inspected Pager-Duty logbooks to conﬁrm the alerts are no2ﬁed and
aUended on a level of priority.
Inspected sample no2ﬁca2ons to ascertain all failures are monitored
and iden2ﬁed by support stakeholders.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator to
meet control objec!ves
2. IT processing is managed and
monitored in the background by
the Hangﬁre scheduling tool.

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

Inspected the Hangﬁre Dashboard to conﬁrm background
processing jobs for MDA Operator are scheduled and
managed as scheduled jobs.

No excep2ons noted.

Inspected Hangﬁre no2ﬁca2ons to verify alerts and
warnings from the produc2on system are triggered and
monitored appropriately.

GS 007 Report for the year ended 30 June 2021
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Item 10
Overview

Informa!on Technology - Safeguarding Assets
WealthO2 has its IT Hardware and infrastructure hosted by AWS and several of its Australian based data
centres. WealthO2 places reliance on Physical security and network security controls maintained by the
Datacentres.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of tes!ng

G.5 - Appropriate measures, including ﬁrewalls and an!-virus soIware, are implemented to counter the threat from malicious electronic
a>ack.
1. The
produc!on
servers
protected by ﬁrewalls.

are

Inspected the network diagram to conﬁrm AWS ﬁrewalls are
designed appropriately for WealthO2 Virtual Private Cloud
(VPC).

No excep2ons noted.

Inspected the AWS ﬁrewall console to conﬁrm web Access
Control Lists (ACL) are deﬁned that deﬁnes whitelis2ng and
blacklis2ng rules for MDA Operator network.
Inspected AWS CloudFront Distribu2ons to verify geographic
restric2ons are applied to allow access to the network from
Australia only.
Inspected the AWS ﬁrewall console to determine all request to
and from the network are logged and monitored as events.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of tes!ng

2. Web services are placed in DMZ
infrastructure.

Inspected the network diagram to conﬁrm all MDA Operator
produc2on servers and services are placed in a separate Virtual
Private Network (VPC) with unique public IP address.

No excep2ons noted.

Observed the web services are placed in individual Virtual
Private Networks (VPC) and required VPC rou2ng that acts as
Demilitarised Zone (DMZ) for WealthO2’s AWS infrastructure by
login in to the network.

3. An!-virus
and
an!-malware
technology
is
installed
and
maintained.

Inspected Avast administrator console to determine that an2virus and an2-malware capabili2es are conﬁgured for all
corporate machines including worksta2ons, laptops, and
servers.

No excep2ons noted.

Inspected the Avast an2-virus default seWngs for servers and
worksta2ons to determine that the so@ware was conﬁgured to
receive real-2me signature updates from downstream server.
Inspected the Avast management console to determine only
CTO has administrator access.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.6 - The physical IT equipment is maintained in a controlled environment.
Core business and suppor!ng computer
systems reside on Amazon Web Services
cloud environments which has industry
standard environment controls (climate
and temperature control, UPS, ﬁre
suppression etc.)

Inspected the AWS SOC 2 report to determine industry standard
environment controls include the following and are
appropriately maintained:

GS 007 Report for the year ended 30 June 2021

•
•
•
•
•
•
•

No excep2ons noted.

Temperature
Humidity
UPS
Fire Suppression
Fire alarms
Climate control
Generators
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Item 11
Overview

Informa!on Technology - Maintaining and Developing Systems Hardware and SoIware
Change management policy follows an Agile so@ware development procedure. A central change
management tool is used to record, manage and approve all changes, including inbuilt workﬂows for change
tes2ng, sign oﬀs and approvals. Code is maintained in a segregated environment retained via a uniﬁed code
repository.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.7 - Development and implementa!on of new systems, applica!ons and soIware, and changes to exis!ng systems, applica!ons and
soIware, are authorised, tested, approved, implemented and documented.
1.

Change management policies and
procedures are formalized. Change
request
are
reviewed
and
aggregated into Sprints and
approved by management.

Inspected the Change Management policy and Agile So@ware
Development Lifecycle to conﬁrm that it is formalised procedure
has been deﬁned.

No excep2ons noted.

Inspected all the MDA Operator and MDA project stories in Azure
DevOps to determine change requests are aggregated into
Sprints.
Selected a sample of 25 Sprints and within each change request
inspected:
•
•
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Change requests were raised as stories which were
tagged to the selected Sprint.
Changes were approved by appropriate management and
stakeholders.
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Controls speciﬁed by MDA Operator to
meet control objec!ves
2.

Change requests for addi!ons or
modiﬁca!ons to IT infrastructure
(includes business systems tables)
are generated and tracked

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described
Inspected all the infrastructure project requests in Azure DevOps
to determine addi2on or modiﬁca2on to IT infrastructure are
maintained centrally.

•

Cri!cal changes are approved,
recorded and tracked in AZURE.

No excep2ons noted.

Inspected a sample of 25 Sprints and within each change request
veriﬁed:
•

3.

Results of Tes!ng

IT infrastructure changes including hardware and
so@ware are tagged to ‘WealthO2 Infrastructure’ project
by appropriate product owners.
Infrastructure changes are priori2sed and tracked within
Azure DevOps through assigned Watcher list.

Inspected all the MDA Operator and uXchange related changes
to conﬁrm changes are categorized as ‘Cri2cal’, ‘High’, ‘Medium’
and ‘Low’ within Azure DevOps.

No excep2ons noted.

Selected a sample of 2 cri2cal changes to verify:
•
•
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Cri2cal change requests were raised as change stories in
Azure DevOps which were tagged to the selected Sprint.
Cri2cal changes were approved by appropriate
management and stakeholders.
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Controls speciﬁed by MDA Operator
to meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

4. Changes is tested and signed-oﬀ by
relevant stakeholders and recorded
in Azure DevOps.

Selected a sample of 25 Sprints and within each change request
Inspected:
•
•

Results of Tes!ng

No excep2ons noted.

Changes are tested and signed oﬀ by relevant
stakeholders in Azure DevOps.
Changes were approved by appropriate management in
staging environment.

G.8 - Data migra!on or modiﬁca!on is authorised, tested and, once performed, reconciled back to the source data.
1. Data changes are promoted to
produc!on
by
the
relevant
stakeholders.

Selected a sample of 25 Sprints and within each change request
veriﬁed:
•

No excep2ons noted.

Changes were approved and signed oﬀ by appropriate
management in staging environment.

Changes are moved to produc2on by appropriate technology team
members once signed oﬀ in staging.

2. Source code reviewed and tested to
ensure quality.

Inspected Azure DevOps administrator console to determine
branch permissions are applied for produc2on branch.

No excep2ons noted.

Reviewed permission for merging code in produc2on branch to
determine a minimum of 2 approvals are required to perform pull
request.
Inspected individual change requests within the 25 sample Sprints
selected to conﬁrm 2 approvals were provided prior to performing
pull request in the produc2on branch.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator
to meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

3. Data changes are promoted to
produc!on
by
the
relevant
stakeholders.

Selected a sample of 25 Sprints and within each change request
veriﬁed:
•

Results of Tes!ng

No excep2ons noted.

Changes were approved and signed oﬀ by appropriate
management in staging environment.

Changes are moved to produc2on by appropriate technology
team members once signed oﬀ in staging.

GS 007 Report for the year ended 30 June 2021
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Item 12
Overview

Informa!on Technology – Recovering from processing interrup!ons
WealthO2 u2lises AWS backup services to ensure availability and resilience. Addi2onally, Disaster Recovery
Plan (DRP) is deﬁned and is required to be tested on a periodic basis.

Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.9 - Data and systems are backed up regularly oﬀsite and tested for recoverability on a periodic basis.
Corporate systems residing on the
Amazon Web Service cloud environment
are backed up regularly.

Refer to control G4 Control 1

No excep2ons noted.

G.10 - IT hardware and soIware issues are monitored and resolved in a !mely manner.
Scheduled processes are automa!cally
managed via Amazon Web Services.
Process failure alerts are no!ﬁed to the
produc!on support stakeholders.

Refer to control G4 Control 1 & Control 2.
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No excep2ons noted.
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G.11 - Business and informa!on systems recovery plans are documented, approved, tested and maintained.
1. Disaster recovery plans are in place,
being documented and approved by
the management.

Inspected the Disaster Recovery Plan (DRP) policy to determine
the process to recover IT Systems, Applica2ons and Data from any
type of disaster has been documented by WealthO2.

No excep2ons noted.

Inspected DRP procedure to conﬁrm roles and responsibili2es are
deﬁned appropriately for restoring IT services.
Inspected DRP procedure to conﬁrm it was last reviewed in the
audit period.
2. Disaster recovery plans are subject
to annual tes!ng schedules as
approved by the business.

Reviewed Disaster Recovery Plan (DRP) procedure to conﬁrm it
DR plan is to be tested annually.

No excep2ons noted.

Inspected the Disaster Recovery Test results to verify DR plan was
tested in April 2021 and results were appropriately maintained
for re-performance

GS 007 Report for the year ended 30 June 2021

41 | P a g e

Item 13

Informa!on Technology – Monitoring Compliance

Overview

WealthO2 MDA Operator servers are hosted on AWS cloud, and up2me is monitored through Sentry Dashboard.

Controls speciﬁed by
by MDA
to meet
Operator
control
to
objec!ves
meet
control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.12 - Informa!on technology services provided to clients are approved, managed and performance thresholds met in accordance with the
requirements of the client agreement.
MDA Operator produc!on environment
is available to client during business
hours.

Inspected the AWS console to conﬁrm MDA Operator servers are
hosted on AWS cloud.

No excep2ons noted.

Inspected the AWS administrator console to conﬁrm WealthO2
places reliance on AWS availability.
Inspected AWS SOC 2 report to conﬁrm AWS S3 environment is
replicated across mul2 availability zones and up2me is monitored
through Sentry dashboard.

Item 14

Informa!on Technology - Monitoring Subservice Organisa!ons

Overview

Sub-service organisa2ons provide IT services and support that give them access to WealthO2 data and applica2ons. Alerts are
conﬁgured to iden2fy any altera2ons to the infrastructure by sub-service organisa2ons. Service agreements are maintained
with these sub-service organisa2ons that are approved by management.

GS 007 Report for the year ended 30 June 2021
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Controls speciﬁed by MDA Operator to
meet control objec!ves

Procedures performed by BDO to test the opera!ng
eﬀec!veness of controls as described

Results of Tes!ng

G.13 - Appointment of sub-service organisa!ons, including those providing IT services, are approved, sub-service organisa!ons are managed
in accordance with the requirements of the client agreement and their ac!vi!es are adequately monitored.
1. Third party service arrangement are
reviewed and approved by senior
management to ensure alignment to
business needs.

Inspected the contracts for third party service providers that
commenced in the audit period and conﬁrmed the agreement
was reviewed and signed by senior management.

No excep2ons noted.

2. Third party service arrangements
include service-level agreements.

Inspected the Service agreement for third party service providers
that commenced in the audit period and conﬁrmed the terms and
services in-scope were deﬁned clearly.

No excep2ons noted.

3. All produc!on infrastructure alerts
are no!ﬁed via SMS and e-mails to
support engineer.

Inspected the Monitoring conﬁgura2on diagram to ascertain all
produc2on infrastructure alerts are conﬁgured to be sent from
AWS to Slack and Pager-Duty.

No excep2ons noted.

Inspected the Slack inbox to conﬁrm no2ﬁca2ons e-mails are
received for MDA Operator alerts.
Inspected Pager-Duty conﬁgura2on to verify Escala2on Policy is
conﬁgured to send text messages for produc2on alerts to the
predeﬁned user group.
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INFORMATION PROVIDED BY BDO
TESTS OF OPERATING EFFECTIVENESS
Our tests of the opera2ng eﬀec2veness of controls included such tests as were considered necessary
in the circumstances to evaluate whether those controls and the extent of compliance with them, are
suﬃcient to provide reasonable, but not absolute, assurance that the speciﬁed control objec2ves were
achieved during the period from 1 July 2020 to 30 June 2021. Our tes2ng of the opera2ng
eﬀec2veness of controls was designed to cover a representa2ve number of transac2ons and controls
throughout the period 1 July 2020 to 30 June 2021, for each of the controls listed in the GS 007
Controls Matrix (see pages 13-43), which are designed to achieve the speciﬁed control objec2ve. In
selec2ng par2cular tests of the opera2ng eﬀec2veness of controls, we considered:
(a) The nature of the controls being tested;
(b) The types and competence of available eviden2al maUer,
(c) The nature of the audit objec2ves to be achieved,
(d) The assessed level of control risk; and
(e) The expected eﬃciency and eﬀec2veness of the test.
The types of tests performed on the opera2onal eﬀec2veness of controls detailed in the report are
brieﬂy described below:

Test

Descrip!on

Inquiry

Inquiries seeking relevant informa2on or representa2on from MA
Operator personnel were performed to obtain, among other factors:
•
•

Knowledge and addi2onal informa2on regarding the control.
Corrobora2ng evidence of the control.

Observa2on

Observed applica2on or existence of speciﬁc controls as
represented.

Inspec2on

Inspected documents and records indica2ng performance of the
control. This included but is not limited to:
•

Inspec2on of reconcilia2ons and management reports that
age or quan2fy reconciling items to assess whether balances
and reconciling items are properly monitored, controlled and
resolved on a 2mely basis.

•

Review of source documenta2on and authorisa2ons to verify
propriety of transac2ons processed.

•

Examina2on of source documents or records for evidence of
performance such as the existence of ini2als or signatures.

•

Inspec2on of MA Operator documenta2on, such as
opera2ons manuals, ﬂow charts and job descrip2ons.
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Test

Descrip!on

Re-performance

Re-performed the control or processing applica2on to test the
accuracy of its opera2on. This included but is not limited to:
•

Obtaining evidence of the arithme2cal accuracy and correct
processing of transac2ons by either recompu2ng the
applica2on computa2on or performing independent
calcula2ons.

•

Re-performing the matching of various reconcilia2ons by
comparing, on a selec2on basis, informa2on contained on the
reconcilia2ons to MA Operator produced source
documenta2on.
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APPENDIX A – GS 007 MAPPING
GS 007 REFERENCE TABLE
The following table is provided to assist users in referencing the control objec2ves as speciﬁed in Appendix 3 of
Guidance Statement GS007 Audit Implica2ons of the Use of Service Organisa2ons for Asset & Investment
Administra2on Services with the controls and tests as described in this report as they relate to the services
provided by MA Operator.

Appendix 3 Sec!on

Control Objec!ve
Reference

Report
Number

B1

14

B2

15

B3

16

B4

16

B5

17

B6

17

B7

17

B8

19

B92

N/A

B10

20

B11

20

B12

20

B13

22

B14

N/A

B15

N/A

B16

22

B17

22

B184

N/A

Page

Asset Management
Accep!ng clients

Authorising and processing transac!ons

Maintaining ﬁnancial and other records

Safeguarding assets3

Monitoring compliance

2

Non-monetary client data managed by financial adviser.
Each investor holds assets in separate accounts. Client monies are not comingled.
4
WealthO2 is not a broker. The client agreements are directly with the brokers.
3
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Monitoring subservice organisa!ons

B19

25

Repor!ng to clients

B20

25

E1

14 (B1)

E2

15 (B.2)

E3

17 (B.5)

E4

17 (B.6)

E55

n/a

E6

19 (B.8)

E76

n/a

E8

20 (B.10)

E9

20 (B.11)

E107

n/a

E11

20 (B.12)

E128

n/a

Monitoring compliance

E13

22 (B.17)

Monitoring subservice organisa!ons

E14

25 (B.19)

Repor!ng to clients

E15

25 (B.20)

E16

25

E17

n/a

E18

n/a

E19

n/a

E20

n/a

G1

27

G2

29

Investment Administra!on
Accep!ng clients

Authorising and processing transac!ons

Maintaining ﬁnancial and other records

Taxa!on9

Informa!on Technology
Restric!ng access to systems and data

5

There are no transaction expenses incurred by WealthO2 (they are with the broker).
The advisers have access to be able to make non-monetary change directly.
7
WealthO2 does not issue or cancel any units or shares directly.
8
WealthO2 does not hold these ledgers for clients so this does not apply.
9
Taxation calculation for clients are not performed by WealthO2.
6
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Safeguarding assets

Maintaining and developing systems hardware and
soIware

Recovering from processing interrup!ons

Monitoring subservice organisa!ons
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G3

31,32

G4

33

G5

35

G6

37

G7

38,39,40

G8

40,41

G9

42

G10

42

G11

43

G12

34, 35

G13
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